Security for the Mobile First Era
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Always-On Connectivity

Mobile devices are hyper-connected
and often access sensitive data over
untrusted networks, increasing the
risk of data loss through Wi-Fi
sniffing, rouge access points and
Man-in-the-Middle (MitM) attacks
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Data Loss

Data loss to cloud services and
productivity apps via open-in,
copy, paste and forwarding
functions

Device Tampering Form Factor

Portable form-factors make mobile
devices susceptible to loss or theft

Exploit OS vulnerabilities to
jailbreak or root devices, bypass
security, and install malicious apps

from un-authorized app stores Collect and share data such as
personally identifiable information (PIl)
and device location with third party
advertising and analytics systems

Malicious or Risky Apps

Co u nte rm ea s u res Agent-based security solutions such as anti-virus software rely

on controlling all processes on a system. This approach breaks

to E nfo rce Data in sandboxed environments as one process cannot control

other aspects of the system. To secure mobile, IT has to
: replace traditional PC management tools with purpose-built
LOSS P reve n t I o n enterprise mobility management (EMM) Platforms,
o designed to enable end-user productivity while securing
(DLP) on MObIIe apps, content and devices.

Strong Authentication
Using Certificates

Certificates and Single Sign On for SeFure ci.ata-ln-mot/f)n, mitigate
Wi-Fi sniffing and MitM
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Encrypt data-in-transit and provide
granular app-level access control
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Secure App Ecosystem
Enable user productivity on apps App-level DLP Control

of their choice

Provide DLP (open-in, copy, paste)
control and restrict file sharing

Apply Consistent Device Policies App Reputation Services

Across Multiple Mobile OS

Proactively identify and restrict use of malicious
and risky apps

Ensure privacy, data protection, integrity,

and data loss prevention On-going Compliance Monitoring

Containerize and Encrypt Detect OS tampering and other policy violations

Enterprise Data

Device Quarantine/ Selective Wipe

Separate personal and corporate data \

Prevent compromised devices from
accessing corporate data

Regulatory v/ v/ v/ v/

c I' FIPS 140-2 PCI-DSS HIPAA cJis
O m p I a n Ce Certified Encryption Payment Card Health Insurance Criminal Justice
Industry Data Portability and Information
Security Standard Accountability Act Services

Mobilelron is a purpose-built mobile IT platform for enterprises to
secure and manage mobile applications, content, and devices while

providing their employees with device choice, privacy, and a native “‘ Mobi Ie I ron

user experience.

www.mobileiron.com



