
Security for the Mobile First Era

Open File 
Architecture 

Sandboxed
Architecture 

Bene�ts of Sandboxed 
Operating Systems 

MobileIron is a purpose-built mobile IT platform for enterprises to 
secure and manage mobile applications, content, and devices while 
providing their employees with device choice, privacy, and a native 
user experience.

www.mobileiron.com

Malicious code can 
manipulate system-level 

processes and data Overlay agent-based 
security approaches like 

anti-virus required

Locked-down IT approved 
system images to 

standardize 
software and apps

Apps and associated data is 
isolated        Malicious apps 
cannot corrupt other apps

Secured and managed 
using APIs de�ned within 

the operating system

Mobile environments are 
multi-OS. End-users choose 

device and apps

Standardized system-level 
management APIs 

Simple, stable 
deployments

Sandboxed applications Enhanced
end-point security

Intuitive user experience 
and self-service model 

Empowered
end-users

Threat Vectors 
on Mobile are 
Di�erent 
From PC

Data Loss 

Data loss to cloud services and 
productivity apps via open-in, 

copy, paste and forwarding 
functions

Device Tampering 

Exploit OS vulnerabilities to 
jailbreak or root devices, bypass 

security, and install malicious apps 
from un-authorized app stores

Always-On Connectivity 

Mobile devices are hyper-connected 
and often access sensitive data over 
untrusted networks, increasing the 
risk of data loss through Wi-Fi 
sni�ng, rouge access points and 
Man-in-the-Middle (MitM) attacks

Form Factor 

Portable form-factors make mobile 
devices susceptible to loss or theft

Malicious or Risky Apps  

Collect and share data such as 
personally identi�able information (PII) 
and device location with third party 
advertising and analytics systems

Sandboxed mobile operating 
systems are secure. Threats, such 

as malware, are mitigated by OS 
design. Preventing data loss 

on mobile requires focus 
on a di�erent set of risk 

vectors.
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Mobile Operating Systems 
are Inherently Secure

Countermeasures 
to Enforce Data 
Loss Prevention 
(DLP) on Mobile

Agent-based security solutions such as anti-virus software rely 
on controlling all processes on a system. This approach breaks 
in sandboxed environments as one process cannot control 
other aspects of the system. To secure mobile, IT has to 
replace traditional PC management tools with purpose-built 
enterprise mobility management (EMM) Platforms, 
designed to enable end-user productivity while securing 
apps, content and devices.

Apply Consistent Device Policies 
Across Multiple Mobile OS 

Ensure privacy, data protection, integrity,
and data loss prevention

Containerize and Encrypt 
Enterprise Data  

Separate personal and corporate data

Transparent Authentication 

Certi�cates and Single Sign On for 
seamless authentication

Curated App Catalog  

Easy access to approved secure 
apps – in-house and 3rd party

Secure App Ecosystem   

Enable user productivity on apps 
of their choice

Strong Authentication 
Using Certi�cates  

Secure data-in-motion, mitigate 
Wi-Fi sni�ng and MitM

Secure Mobile Gateway  

Block unauthorized or 
non-compliant devices

Per App VPN   

Encrypt data-in-transit and provide 
granular app-level access control

On-going Compliance Monitoring  

Detect OS tampering and other policy violations

App Reputation Services 

Proactively identify and restrict  use of malicious 
and risky apps

App-level DLP Control  

Provide DLP (open-in, copy, paste) 
control and restrict �le sharing
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SECURE  CONNECTIVITY

MANAGE  DEVIC
ES

Device Quarantine/ Selective Wipe  

Prevent compromised devices from 
accessing corporate data

Regulatory 
Compliance FIPS 140-2 

Certi�ed Encryption 
PCI-DSS 
Payment Card 
Industry Data 

Security Standard

HIPAA
Health Insurance 

Portability and 
Accountability Act

CJIS
Criminal Justice 

Information 
Services


